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Step 1
The first step in managing

security patches is to be
aware of what issues have
been identified and what
patches have been released.
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Develop a strategy for deal-
Ing with security patches

As information security awareness has grown over the past few years, the num-
ber of patches and updates being released by software vendors has increased
considerably. Although this is a positive step in plugging security holes, all of
the patches and updates can overwhelm administrators. To help you keep your
network up to date, I’'m going to outline a simple strategy for managing and
deploying these security patches.

Stay updated

The first step in managing security patches is to be aware of what issues have
been identified and what patches have been released. The best way to do this is
to sign up for Microsoft’s Security Notification Service or to regularly visit the
Windows Update site or the Security section of the TechNet site. I find the
Notification Service the best alternative, since it automatically sends an e-mail

when a new bulletin is released. Another advantage of the service is that it
covers all Microsoft products, not just the operating systems. The Windows
Update service covers only the Windows operating systems.

Let’s take a look at a typical security bulletin e-mail (Figure A) and examine its
contents. The first section of the e-mail provides a quick summary of the
issue. It identifies the title of the issue, the product affected, the impact, the

Figure A

Title:  Flaw in Windows W _TIMER Message Handling Could Enable
Privilege Elevation (328310
Date: 11 December 2002

Softwate: Microsoft Windows NT 4.0, Windows 2000, and Windows ZP
Impact: Puwvilege elevation

Max Risk: Important

Bulletin:  WS02-071

Microsoft encourages customers to review the Securty Bulleting at:

httpfeanr micros oft.comste chnetd securitybulletindIE02-07 1 .asp
http e scrosoft. comssecurityrse curity bulletins/ims02-071 asp

Windows messages provide a way for interactive processes to react
touser events (e.g, keystrokes or mouse movements) and comuninicate
with other interactive processes. One such message, W _TIMER, iz sent

at the expiration of a tiumer, and can be used to cause a process to

A security bulletin e-mail from Microsoft
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maximum risk, and a bulletin number. Links are provided to the detailed bul-
letin posted on the Security section of Microsoft’s TechNet site. The TechNet
page provides a FAQ section and additional details, including a link for down-
loading the patch.

Evaluate the risk

Read the issue section of the e-mail carefully to find out exactly what the issue
is and what systems and/or applications ate affected. After reading the bul-
letin, you can evaluate the risk to your organization. The mitigating factors sec-
tion (Figure B) should help with this.

Figure B

Mitigating Factors:

- An attacker would need valid logon credentials to exploit the
vulnierability. It could not be exploited remotely.

- Propetly secured servers would be at little risk from this
vulnerability. Standard best practices recommend only allowing
trasted admindstrators to log onto such systems interactively;

without such privileges, an attacker could not explodt the
wultierability.

Rizk Ratitg:

- Impottant

Patch Avvailabilitsy

- & patch is available to fix this vulnerability. Please read the
Secunty Bulletin at
hittpedfwnzng microsoft cometechhet/security/hulletindms02-071 asp
for information on obtaining this patch.

Mitigating factors of a security risk

You should answer these questions about the issue:
1. Does it affect software you are using?
Sponsored by: 2. Do the proper circumstances exist to exploit the vulnerability?
ﬁ\ 3.1If it affects a particular service, can the service be disabled, or can the soft-
wERN ARID  ware be removed without affecting your organization?
—_ SOTIWare™ - Afrer answering these questions, you should be able to decide whether the

patch needs to be deployed and to determine the urgency of deployment.

Real World. Real Time. Real IT.
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Author’s note
QChain is
post-SP3 Windows 2000

or Windows XP machines,

not needed on

since the hotfix installer on

these machines contains

functionality to install

multiple patches. Most patch

deployment software also
includes this feature.
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Test the patch

Once you have decided that the patch should be deployed, download and test
it on a nonproduction machine. Microsoft has a history of releasing patches
that end up causing other problems. Of course, a week or so later, a revised
edition of the patch is released, but that doesn’t help you if the original patch
has locked up a critical server.

At the bottom of the bulletin’s Web page is a list of revisions to each patch.
If the patch will be installed on a critical workstation or server, read the bul-
letin carefully to ensure that no known hardware incompatibilities exist. Few
things can ruin an admin’s day like a Blue Screen of Death (BSOD) on a criti-
cal servet.

Deploy the patch

By far the most challenging aspect of security patch management is getting the
patches installed. In a small organization with a few PCs, manual deployment
may be the easiest method of installing patches. For a larger organization, the
manual method can be extremely tedious and time consuming, Consider using
patch deployment software. This software can remotely scan systems to identi-
ty currently installed and missing patches, remotely install patches, and perform
reporting and tracking functions. In future articles, I’ll cover several patch
management software packages.

Figure C
El_l P2LyE LILE | Y ErSID L)
- ;7 Transcender Live Update (k)

J:-QJ Transcender Service Pack

[ Yan Dyvke Technolagies CRT 3.4

P Windows 2000 Hokfix (Pre-5P4) [See q323172 For mare
information)

P Windows 2000 Hokfix (Pre-3P4) [See Q324096 For more
information)

P Windows 2000 Hokfix (Pre-3P4) [See Q324380 For more
information)

P Windows 2000 Hokfix (Pre-3P4) [See Q326830 For more
information)

st Windows 2000 Hokfix (Pre-5P4) [See Q326886 For more

'j?’: L4 information)

P Windows 2000 Hokfix (Pre-5P4) [See 0329115 for more
information)

P Windows 2000 Hokfix (Pre-5P4) [See $329334 for more
information)

J:;J Windows 2000 Hokfix (Pre-3P4) Q328310

J:;J Windows 2000 Hokfix (Pre-3P4) Q329170

& WinZip

Deployed patches listed individually in the Add/Remove Programs applet
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Another headache with manual patch deployment is that a reboot is needed
after installation of each patch. Microsoft’s QChain eliminates this problem.
QChain is a command-line utility that can link multiple hot fixes together in a
single reboot.

Verify installation

After the patch is deployed, you can verify that it’s installed correctly by view-
ing the entry in the Add/Remove Programs applet (Figure C) or by rescanning
the system using patch management software. Each installed patch should con-
tain its own entry, as shown in Figure C.

Summary

The task of managing security patches is not the most glamorous part of IT,
but it is an important responsibility that administrators must confront. With a
good strategy and the right tools, it can be managed effectively. Next time,
we’ll look at some of the specific patch management products that can help
streamline the deployment process. 4

Copyright ©2004 CNET Networks, Inc. All rights reserved. 6
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“Patch management is
one of the most crucial
and intricate areas of
Windows security."
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Practice effective patch
management with Windows
Update

By Mike Mullins

Patch management is one of the most crucial and intricate parts of Windows
security. In the past few years, this issue has mushroomed due to the increased
frequency of critical Microsoft patches.

For small business networks, the patch management solution of choice is
the Windows Update service. Let’s look at how you can manage patches with
Windows Update.

Deployment schedule
New patches are available for download on the second Tuesday of each
month. The exception is critical releases, which Microsoft publishes as needed.

The Windows Update service runs in the security context of the Local System
account and starts at the operating system startup (which you can disable).
Clients connect automatically to the Windows Update servers and receive a
list of missing updates.

Let’s look at how you can manage updates via Active Directory and the
registry.
Manage updates via Active Directory
With Windows 2000, XP, and Server 2003, you can easily manage Windows
Update through group policies. If you don’t already have the Wuau.adm

template, download it from Microsoft, and save it to the C:\Windows\inf
folder on the Active Directory (AD) domain controller.

To load policy settings by using Group Policy in Active Directory, follow
these steps:

1. On the AD domain controller, go to Start | Run.
2. Type dsa.msc to load the Active Directory Users And Computers snap-in.

3. Right-click the organizational unit or domain in which you want to create
the policy, and select Properties.

4. On the Group Policy tab, select New.
5. Enter a name for the policy, and click Edit.

6. Under either Computer Settings or User Settings, right-click Administrative
Templates, choose Add/Remove Templates, and select Add.

7. Enter the name of the Automatic Updates .adm file (for example, win-
dows\inf\wuau.adm), and click Open.

Copyright ©2004 CNET Networks, Inc. All rights reserved.
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This creates the following entries in the Computer Configuration |
Administrative Templates | Windows Components | Windows Update folder:

® Configure Automatic Updates: Choose from one of three options: notifi-
cation for both download and installation, automatic download and notifica-
tion for installation, ot automatic download and scheduled installation. If
you select the third option, you can also specify an installation schedule.

® Specify Intranet Microsoft Update Service Location: This entry
is necessary only if you’re running a Software Update Services server.

® Reschedule Automatic Updates Scheduled Installations: This
determines when the system should reapply scheduled updates that didn’t
occur according to the schedule.

® No Auto-restart For Scheduled Automatic Updates Installations:
This blocks automatic startup after installing patches that require a restart
to complete.

In addition, the User Configuration | Administrative Templates | Windows
Components | Windows Update folder contains a single entry: Remove Access
To Use All Windows Update Features. If enabled, this disables user-initiated
downloads from the Windows Update Web site.

Manage updates via the registry

On any Windows 2000, XP, or Server 2003 system, go to Start | Run, type
regedit.exe, and click OK. Navigate to HKEY_LOCAL_MACHINE\Software\
Policies\Microsoft\Windows\ WindowsUpdate\ AU.

Add the following settings. (All value types are Reg DWORD.)
® NoAutoUpdate

® Value data: 0 or 1

® O enables Automatic Updates. (This is the default.)

® | disables Automatic Updates.

® AUOptions

® Value data: 2 to 4

® 2 notifies of download and installation.

® 3 automatically downloads and notifies of installation.
® 4 automatically downloads and schedules installation.
® ScheduledInstallDay

® Value data: 0 to 7

® ( specifies every day.

Copyright ©2004 CNET Networks, Inc. All rights reserved. 8


http://www.techrepublic.com
http://www.stbernard.com/

Patch Management: Managing and Maintaining Windows Updates

Sponsored by:

t HDERNARD

K‘ E Software”

~

TechRepubilic’

Real World. Real Time. Real IT.

® | through 7 designate a specific weekday, where Sunday is 1 and
Saturday is 7.

® ScheduledInstallTime

® Value data: n, where n equals the time of day in a 24-hour format
(i.e., 0 to 23).
® UseWUServer

® Value data: Setting this value to 1 configures Automatic Updates to use a
server that runs Software Update Services instead of Windows Update.

® RescheduleWaitTime

® Value data: m, where m equals the amount of time in minutes
(i.e., 1 to 60) to wait before proceeding with a scheduled installation.

® NoAutoRebootWithLoggedOnUsers

® Value data: O or 1

® 1 specifies that Automatic Updates doesn’t automatically restart a
computer while users are logged on.

Note: Editing the registry is risky, so be sure you have a verified backup
before making any changes.

Final thoughts
Windows Update depends on the rights of logged-on users. If you decide to
use notifications and let users decide which updates to download and install,
updates will fail if a user doesn’t have local admin privileges.

I recommend always scheduling automatic download and installation. That
way, your updates won’t depend on logged-on users. 4

Copyright ©2004 CNET Networks, Inc. All rights reserved.
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Stay on top of vital patches
with Microsoft’'s Network
Security Hotfix Checker

As the recent outbreaks of the Code Red and Nimda worms have aptly
demonstrated, it is critical for Windows administrators to stay up to date on
security patches. To aid in this process, Microsoft has released the Microsoft
Network Security Hotfix Checker. This tool allows administrators to scan Windows
systems to ensure that all security patches are applied and current.

The Hotfix Checker is a command-line tool that looks at the status of all
patches installed on your Microsoft servers and tells you whether they’re up to
date. The tool does this by referring to a public XML database that Microsoft
updates periodically. You can use this tool to provide the patch status of the
following products:

® Windows 2000

® Windows NT 4.0

® Internet Information Services (IIS) 4.0 and 5.0
® Internet Explorer (IE) 5.01 and higher

® SQL Server 7.0 and SQL Server 2000

Installing and using the tool

When you download the tool, you are prompted for a location to install the
executable. Choose the appropriate directory and run the executable. Figure A
shows the files that will be placed in your specified directory.

Figure A

HFMetZhk  hfnetchk.exe  Readme bxt
License,bxk

To run the Hotfix Checker:
1. Open a command prompt and change to the directory where you installed
the Hotfix Checker, as shown in Figure B.

2. Type bfnetchk, press [Enter]|, and you’ll see the screen shown in Figure C.

3. For a more detailed explanation, type hfnetchk —v —z, as we’ve done in
Figure D.

Copyright ©2004 CNET Networks, Inc. All rights reserved. 10
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Figure B

(C) Cupy 1g}|t 1985—2IBBIB l‘hcxu_‘uft Corp.

C:\Documents and Settings\Administratordcd ciitemp

in drive C has no_label.
Volume Serial Number is DBFE-D795

Directory of C:\temp

09 /25,2801 H <DIR> -
0% /25,2801 <DIR> ..
08./14.,2801 13,346 HFNetChk License.txt
08 /16,2001 313,712 hfnetchk.exe
4. eadme . txt
327,460 hytes
2 Dirds> 5.851.031.552 hytes free

IC:\Documents and Settings™Mdministratorlcd c:\tem
The system cannot find the path specified.

C:\Docunents and Settings\Administratorded c:temp
IC:\temp>hfnetchk
Microsoft Network Security Hotfix Checker. 3.1

Developed for Microsoft hy Shavlik Technologies. LLC
infoBshavlik.con (wum.shaulik.com)

Attempting to download the XML from http:/sdownload.microsoft.con/download/xml/security|
/1 B-/NT5/EN-US/mssecure.cah. ==

## Pile was successfully downloaded. ==
=% Attempting to load C:\temp\mssecure.xml. =%

Using XML data version = 1.8.1.145 Last modified on 9-11,2881.
Bcanning MYCO

Done scanning MYCO

WINDOWS 2080 ADUANCED SERUVER SP2

Patch NOT Found MSBB-@79 0276471
Patch NOT Found M3@1-867 0285851
Patch NOT Found MS@1-813 Q285156
WARNING H5B1-822 0296441
Patch NOT Found MS81-@31 0299553
Patch NOT Found M8@1-@36 0299687
Patch NOT Found MS@1-837 Q382755
Patch HOT Found HMS@1-840 0292435
Patch NOT Found MS81-@41 02980812
Patch NOT Found MS81-846 0252795

Using XML data version
[Scanning MYCO

WINDOWS 2888 ADUANCED SERUVER SP2

Patch NOT Found MSB8-879 Q276471
File SWINNTNsystem32Zhhticons.dll has an invalid checksum and
its f11e version is equal to or less than what is expected.

Patch NOT Fnund MS@1-8a7 Q285851
File G:\WINNT“\system32\winlogon.exe has an invalid checksum an
d its file uew‘mn iz equal to or less than what is expected.

Patch NOT Found MSB1-813 Q285156
File G:\MWINNT\system32\els.dll has an invalid checksum and its
file version is equal to or less than what is expected.

UARNING MSa1-B22 Q296441

The XML file does not contain any file or registry details for
this patch. fAs a result, this tool is unable to confirm tha
t this patch has heen applied. Please verify patch installati
on or refer to Q3IBI215 for more information.

Patch NOT Found MSB1-831 Q299553
File C:“WINNINsystemd2\tlntsvr.exe has an invalid checksum and
its file version is equal to or le than what is expecte

Patch NOT Found MSO1-836 Q299687
File C:“WINNTNsystemd2\advapid2.dll has an invalid checksum an
its file version is equal to or less than what is expecte

Patch NOT Found MSO1-040 Q292435

File C:SWINNINsystemd2hdrivershtdipx.sys has an invalid checks
um and its file version is equal to or less than what is expec
te

Patch NOT Found MS@1-841 9298012
File C:“WINNT\system32\catspv.dll has an invalid checksum and
its file version is equal to or less than what is expecte

Copyright ©2004 CNET Networks, Inc. All rights reserved.
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Now that you have a detailed report on your system, you can begin to down-
load and apply the appropriate patches. I recommend that you go to
Microsoft's Knowledge Base Search and enter the appropriate article numbers
to find the patches that the Hotfix Checker indicated that you need. After find-
ing a patch, download and install it. I'll walk you through an example to show
you what I’'m talking about.

To obtain and install patches:

1. As you saw in Figure D, our sample report details many security holes. We’ll
highlight an article number (Figure E) and copy it.

Figure E

WINDOWS 2888 ADUANCED SERUVER SP2

Patch HOT Found HSBB-B7% Q276471
File C:5WINNT“system32shticons.dll has an invalid checksum and
its file version is egual to or less than what is expected.

2. Next, we'll go to Microsoft’s Knowledge Base Search, select Specific Article
ID Number, paste the article number in the My Question Is text box, as
shown in Figure F, and click Go.

Figure F

Knowledge Base Search

Search the Microsoft Knowledge Base of technical support information and self-help tools for Microsoft products.

My search is about:
|Se|ectal\r1icrosoﬂ procuct j

G
(‘ I want to search by:
2 " Keyword Search using|All'Wards hd

@ Specific article ID number
" Specific driver or downloadable file
" Specific troubleshooting tool
" Asking a question using a free-text query
© yyhat's new within the last]7 -] dayis)

My question is:

| az7p471| (go
My last 10 searches -

W)

3. At this point, we just downloaded and installed the patch. When we ran the
Hotfix Checker again, the installed patch no longer appeared in the report,

4. You can also view the XML file by browsing to where you installed the tool.

ﬁ\ t ERN ARD As you can see in Figure H, there is now another file called mssecure.xml,
Softwarc which you can open and examine.

HotFix Checker syntax
So far, we’ve covered just the default configuration of this tool. To take a fur-
ther look at the syntax of the command and its options, type Afnetchk /2 from
the command prompt, as shown in Figure I.

\N TechRepubllc Copyright ©2004 CNET Networks, Inc. All rights reserved. 12
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Figure G

WINDOUS 2B@A ADUANCED SERUER SP2

Patch NOT Found MSB1-087 Q285851
File C:“MINNT“systen32:winlogon.exe has an invalid checksum an
its file version is equal to or less than what is expected.

Patch NOT Found MS@1-813 Q285156
File C:“\WINNT“systen32“els.dll has an invalid checksum and its
ile version is equal to or less than what is expected.

WARNING MEB1-B22 0296441

The XML file does not contain any file or registry details for
th patch. As a result, this tool is unable to confirm tha
t this patch has been applled. Please verify patch installati
on or refer to Q303215 for more information.

Patch NOT Found MS81-@31 Q299553
File C:MINNT\systen32\tlntsvr.exe has an invalid checksun and

its file version is equal to or less than wvhat is expected.

Patch NOT Fnund MS@1-B36 Q299687
File G:“MIHI tem32hadvapi32.dll has an invalid checksum an
d its file uel n is equal to or less than what is expected.

Patch NOT Found MSH1-B48 Q292435

File G:“MINNT:system32\drivers:\tdipx.sys has an invalid checks
um and its file version is equal to or less than wvhat is expec
ted.

Patch NOT Found MS@1-B41 Q298A12
File C:“\WINNT:system32\catsru.dll has an invalid checksum and
its file version is equal to or less than what is expected.

Patch HOT Found MS81-B46 Q252795

File C:“\WINNT\system32\drivers\irda.sys has an invalid checksu
m and its file version is equal to or less than what is expect
ed.

Figure H

HFMetChk, Readme.txt  mssecure,xml
License, bxk

Fnetchk. exe:

Figure |

tenp>hfnetchk ~7

rosoft Network Security Hotfix Checker. 3.1
Deve loped for Microsoft by Shavl Technologies,. LLC
infoRshavlik.com {u havlik.col

thfnetchk.exe [-h hostnamel [-i ipaddress] [-d domainname] [-nl] [-» rangel
[-a action] [t threads] [0 output] [-x datasourcel [-=]1 [-v]

Description:

The HFNETCHK tool assesses a machine or group of machines for security
hotfixes that have either heen installed and/or need to be installed.
For more information on this tool, please vefer to Microsoft Knowledge

Base fArticle Q3B3215.

Parameter List:
-h hostname Specifies the NetBIOS machine name to scan.
Default is the localhost.

ipaddress Specifies the IP address of the machine to scan.

range Specifies the IF address range to he scanned.

starting with ipaddressl and ending with

ipaddress2 inclusive. <ipaddressl-ipaddress2>

domain_nane Specifies the domain_name to scan. AIl
machines in the domain will be scanned.

network All *‘yﬂtew‘ on the local network will he
scanned. <i.e.. all hosts in Hetwork
Ne ighborhood>

action D1 pla {idnstalled hotfixes.
g hotixes, (ndecessary hotfixes or
(b)ntl\ 1n_.talle(l and missing. Default will
display necessary hotfixes.

threads Humber of threads used for executing scan.
Possible values are from 1 to 128. Default is

output Specifies the desired output format.
{tab> outputs in tab delinited format.
Cwrap) outputs in a word wrapped format.
Default is wrap.

Final word

For Windows administrators, this is a powerful tool that enables you to take
control of all your Microsoft server vulnerabilities. You can find out more

about the Hotfix Checker by reading “Frequently Asked Questions about the

Microsoft Network Security Hotfix Checker (Hfnetchk.exe) Tool.” For an advanced

GUI version of the Hotfix program, check out Shavlik Technologies, the compa-

ny that created the program for Microsoft. 4

Copyright ©2004 CNET Networks, Inc. All rights reserved.

13


http://www.techrepublic.com
http://www.stbernard.com/

Patch Management: Managing and Maintaining Windows Updates

Sponsored by:

t HDERNARD

w Software™

~

TechRepubilic’

Real World. Real Time. Real IT.

Tips for immediate patch
management after a fresh
install

By Brien M. Posey, MCSE

Over the last several years, patch management has become a huge issue for
Windows machines. Microsoft constantly releases patches not only for the
operating system, but also for server applications such as Exchange Server
and SQL Server. Keeping up with patches is one thing, but you also need to
consider patch management any time that you deploy a new server.
Remember: In a way, a server is most vulnerable immediately after it is
brought online. This is because no patches have been installed to counteract
known security or stability issues. Here’s everything that you need to know
about installing patches on new servers.

Patches vs. service packs

Before I get started, I want to take a moment and discuss the differences
between patches and service packs. During the years that I have been
involved in IT, I have noticed a strange phenomenon regarding patches and
service packs. It seems that often administrators are extremely anxious to
apply patches the instant they come out. On the other hand, when a new
service pack is released, those same administrators will often wait weeks, if
not months, to apply it.

In a way, I can understand the rationale behind this. A patch is a small fix
that’s usually designed to fix some critical security hole or system stability
issue. A service pack, on the other hand, tends to replace the majority of the
operating system’s files. It’s only natural to be distrustful of a service pack
that is going to overwrite the majority of the system files that your operating
system uses. People usually want to wait a little while and see if anyone else
has problems with the service pack prior to applying the fix themselves.

The ironic part is that this approach is exactly opposite of what Microsoft
recommends. According to a Microsoft TechNet article, the biggest differ-
ence between patches and service packs is that service packs are planned and

patches are not. According to the article, before Microsoft ever releases a
new service pack, they test it for weeks against hundreds, if not thousands
of third party applications. The article states that Microsoft service packs
meet the same quality standards as the operating system itself (okay, stop
laughing).

On the other hand, patches are released on an as-needed basis. For exam-
ple, if some big security hole were discovered tomorrow, Microsoft would
very quickly produce and release a patch for the problem. The patch would
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have undergone a minimal amount of testing, but remember that Microsoft’s
goal is to make the patch available quickly, not to test the patch for every
possible situation. Therefore, there have been a lot of cases where patches
have been unstable.

When a service pack is released, all of the bugs and security problems that
have been discovered and patched since the last service pack are included in
the new service pack. The difference is that the service packs are thoroughly
tested. Therefore, although a new service pack might fix the same bug as a
previously released patch, the service pack might use very different code to
fix that bug from what was originally released in the patch.

Patching a new server

As I explained eatlier, when a new server is initially brought online, it is at its
most vulnerable because it contains no patches. Therefore, I recommend
installing the most recent service pack immediately after installing the operat-
ing system onto the new server.

Once the service pack is installed, I recommend installing your antivirus
software next. The third step that I recommend taking is to update your
virus definitions. Next, install any server-level applications such as Microsoft
Exchange or SQL Server. Finally, install the latest service packs that exist for
your server applications.

Following those steps should make the server relatively secure. Keep in
mind, though, that Microsoft releases patches for operating systems and for
applications on a regular basis. Therefore, you will want to apply the patches
that have been released since the most recent service pack. Because patches
receive minimal testing, you will have to make a judgment call; you can either
install every available patch or you can install only those patches that fix
severe security vulnerabilities or that address issues that directly affect you.

There are good arguments for both sides of this issue. Some people believe
that if a vulnerability exists then it should be patched. Period. On the other
hand, other people believe that since patches are created on the fly and are
largely untested, it’s better to preserve system stability by applying only the
patches that you really need. In my opinion, the correct approach depends
on your organization. Anyone in a high-security environment, such as the
military or a financial institution, probably wants to apply every patch the
instant that it becomes available. The rest of us are probably OK picking
and choosing though.

What patches do | need?

One question that I tend to get asked a lot is that if Microsoft is constantly
releasing all of these patches, how can you figure out which patches you real-
ly need. More importantly, where do you get these patches. About a year or
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two ago, Microsoft released a tool to make patch management much easier.
The tool is called the Microsoft Baseline Security Analyzer (MBSA).

The Microsoft Baseline Security Analyzer

The MBSA is a utility that analyzes your server to see which security patches
have been applied. It then compares the list of detected patches against a list
of available patches that’s contained in an online database. Because the data-
base exists on the Internet, Microsoft can keep it up-to-date. Therefore, you
can periodically run the MBSA and see if there are any critical updates that
you might be missing;

The MBSA doesn’t come with Windows, but you can get it by downloading
it from Microsoft’s Web site. The download consists of a 3774 KB MSI file.
This means that you can install the utility on Windows 2000, Windows XP,
or Windows Server 2003. The installation procedure consists of running a
very simple wizard. You can install the utility onto any Windows system, as
long as that system has a network link to the computers that you want to test
the security for. The utility requires about 3 MB of disk space.

When the installation completes, you will see the main MBSA screen,
shown in Figure A. As you can see, the MBSA’s user interface allows you to
scan a single computer, multiple computers, or to view reports created dur-

ing previous scans.

Figure A
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See Also
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Analyzer
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wavlik Technologies, LLC, All rights reserved,

This is the MBSA user interface

At this point, you'll see the screen that’s shown in Figure B. This screen
allows you to set the various scanning options. First, you must select which
computers that you want to scan. You may either enter the name of the
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Figure B
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You can scan multiple computers based on domain name or on IP address.

domain that you want to scan, or you can enter a range of IP addresses.
Using an IP address range tends to be more effective if you have multiple
domains that you want to scan. Just keep in mind that the account that
you’re logged in with must have administrative privileges on the machine that
you’re scanning, Therefore, simultaneous scans of multiple domains will fail
unless the account that you’re using has administrative privileges in all
domains.

Regardless of which method you use, you need to know that the utility
won’t scan all of the computers within the domain or IP address range. The
utility will scan only machines that are running Windows N'T, Windows 2000
(Professional, Server, and Advanced Server), Windows XP (Professional and
Home Edition) and Windows Server 2003.

Beneath the IP address range field is the Security Report Name field. By
default, the security report name is set to %domain%e- %ocomputername?o
(%odate%). In this report name, the %domain%, %computername%o, and
%date%o variables would be replaced by the actual domain and computer
name and the date. Even if you're testing by IP address, the report name
format is OK to use, because rather than generating one large report, the
utility generates a separate report for each computer that it analyses.

At the bottom of the window are the various scanning options. As you can
see in the figure, several check boxes allow you to control whether or not
things like Windows vulnerabilities and weak passwords are tested. Select the
desired scanning options and click the Start Scan button
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Figure C
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ﬁ\ St Twenty-nine Windows security updates are missing from my test machine.

K‘ B; Software” When the scanning completes, you’ll see a list of the systems that were
either completely or partially scanned. As you can see in the Assessment col-
umn in Figure C, the utility tells you instantly what machines need the most

attention. In this particular case, the machine Bart, which was diagnosed as a
severe risk, is a Windows 2000 Server running Service Pack 3 but no other
patches.

N =_@
\N -IEChRePUbl'c Copyright ©2004 CNET Networks, Inc. All rights reserved. 18

® Real World. Real Time. Real IT.


http://www.techrepublic.com
http://www.stbernard.com/

Patch Management: Managing and Maintaining Windows Updates

Now, let’s look at an actual report of the machine that was determined to
be a high risk. You can do so by simply clicking on the computer name. The
report is much too long to fit onto a single screen. However, in Figure D you
can see the top portion of the report. Notice that each issue is scored with a
red X (danger), a yellow X (caution), or a green check mark (good). Beneath
each issue are links for what was scanned in the particular test, the result
details, and how to correct the issue. For example, in Figure D you can see
that the report indicates that 29 Windows security updates are missing from
my test machine.

Of course, just knowing that there are 29 updates missing isn’t enough; you
need to know which updates so you can do something about it. If you click
on the Result Details link, you will see a screen similar to the one in Figure E.
This screen contains a description of the problem and the reason why it was
detected (it’s usually a matter of the existing file version vs. the correct file
version of an operating system file). There is also a link to the Microsoft
Knowledgebase article that describes the problem in more detail. Most of
the time these Knowledge Base articles also have links for downloading the
missing security patches.

Figure E
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Hopefully by now you have decided which service packs and patches you
want to use and have applied them. By now your antivirus software should
also be installed and up-to-date. The next step is to make a backup or a
ghosted image of the server.
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Ghosting

No one plans on reformatting a server after a fresh install, but it does hap-
pen. Over the years, I have seen a number of situations in which shortly
after a server was brought online it had to be taken right back offline
because of some critical flaw. In some of these cases a hardware failure was
to blame. Perhaps the hard disk failed or bad memory was causing corrupt
data to be written to the hard disk. In other cases I have seen people have to
reformat a server after a severe virus infection or after a security breach has
occurred. My point is that, although you never plan on reformatting a brand
new server and starting from scratch, there are situations where it might be
fnecessary.

Because of this, I recommend creating a ghosted image of the server’s par-
titions once all of the patches and server applications are in place. There are
two main reasons for doing this. The first reason is that it is a time-saver.
Suppose for a moment that your new server had a critical failure tomorrow.
It would be much faster to restore a couple of partitions from ghosted
images than to reinstall the operating system, patches, and applications com-
pletely from scratch.

The other reason for creating a ghosted image is a little more important
than just saving time. Remember, between the time that you bring the new
server online and the time that you install the various patches, you are vul-
nerable to whatever security issues those patches might address. It is unlikely
that a hacker or a Trojan would compromise your server in this short period
of time, but it has been known to happen—especially if you accidentally for-
get to apply a critical patch.

Ghosting your server guarantees that if you have to restore the image, then
the restored image will already contain all of the patches that had been
applied up to the time that the ghosted image was created. One might argue
that if this image needed to be restored a week after it had been created,
then the image would be invalid because several new patches could have
come out in the course of that week.

While it is true that more patches could have come out during the time
between when you create an image and when you restore the image, I would
still recommend using the ghosted image. That’s because the ghosted image
will already contain a number of security patches. You can simply apply the
new ones rather than worry about reapplying all security patches. After all,
having some security patches in place is better than having no patches. 4

Copyright ©2004 CNET Networks, Inc. All rights reserved. 20


http://www.techrepublic.com
http://www.stbernard.com/

Patch Management: Managing and Maintaining Windows Updates

The most obvious
problem with traditional
patch management is
that there are just too
many patches to track.

Sponsored by:

t HDERNARD

w Software™

~

TechRepubilic’

Real World. Real Time. Real IT.

Keeping software patches up
to date with UpdateEXPERT

By Brien M. Posey, MCSE

One of the most frustrating parts of network management is trying to keep
up with all of the available patches that should be applied to the various
servers and workstations on the network. Patch management can be a huge
job. After all, security patches aren’t the only types of patches that you need
to worry about. It’s just as important to apply other types of bug fixes and
service packs. Furthermore, there are also patches for applications, not just
for operating systems.

To make matters worse, not all patches are reliable. Anybody remember
Windows NT Service Pack 6? Microsoft almost immediately replaced it with
Service Pack 6A because it caused so many problems. A more recent exam-
ple is Windows XP Service Pack 2. In certain environments, this service
pack triggers incompatibilities and other errors.

To help you with patch management, St. Bernard Software has released a
product called UpdateEXPERT. UpdateEXPERT is a software patch man-
agement tool that can automatically apply patches to your workstations and
servers. In fact, UpdateEXPERT manages patches for a wide variety of

operating systems, applications, and server applications. These include
Windows NT 4.0, 2000, XP, Internet Information Server, Terminal Server,
Media Player, Windows Media Services, NetMeeting, Microsoft Office,
Outlook, and more.

One-stop patch updating

UpdateEXPERT has a unique way of managing patches that seems to get
around many common patch management problems. The most obvious
problem with traditional patch management is that there are just too many
patches to track. Rather than requiring you to visit Web sites for each soft-
ware package, you can simply check the UpdateEXPERT database for any
updates available. The research database is organized into a tree view. This
means you can either search for a specific patch in the traditional manner, or
you can browse through the tree to see what’s available for your specific
products.

The best part is that when you’re deploying a patch, unstable updates are
no longer a factor. St. Bernard Software claims to thoroughly test any avail-
able patches for reliability prior to publishing the patch in its database. If
you attempt to deploy a patch that UpdateEXPERT considers unsafe, the
software will block the installation.
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Built-in scripts

Another common patch management problem is that in larger organizations,
deploying a patch can be time-consuming, Manually deploying a patch to
thousands of workstations is simply not an option. In most cases, you can
deploy a patch by writing a deployment script. However, it takes time to
write and test these scripts—time that your programmers could better spend
doing other things. UpdateEXPERT has deployment scripts built in. Each
deployment script is written for a specific patch and is tested for reliability.
You can use the UpdateEXPERT interface to deploy a patch with just a few
mouse clicks.

Profiling patches

Aside from the deployment issues, there are other problems with traditional
patch management as well. For example, suppose a new, critical patch
became available for Internet Explorer. Obviously, you'd want this patch
applied to everyone’s computer. How would you know if the patch was actu-
ally applied to all those machines? Furthermore, how would you know if
someone accidentally removed the patch later on?

UpdateEXPERT solves this problem in a couple of ways. First, it allows
you to create a profile of which patches you consider mandatory. You can
then query each machine against the applicable profile to see if all of the
required patches are installed. Next, you can build a report verifying exactly
which patches are on each machine. Of course, you can also have
UpdateEXPERT automatically deploy any patches that are missing. Best of
all, the tool contains a built-in scheduler. This means you can schedule such
operations rather than having to run them manually.

You aren’t limited to using a single profile across the entire network. You
can create a variety of profiles and assign these profiles to groups of
machines. For example, you might create machine groups by operating sys-
tem, service pack level, or even by a machine’s assigned OU within Active
Directory.

Accessibility agent

Yet another challenge of traditional patch management is accessibility. For
example, suppose you have a Web server that is accessible to the public via
the Internet. Since the Internet is such a hostile environment, you’ve proba-
bly taken many steps to make sure the Web server is as secure as possible.
The problem is that high security environments usually block any attempts
to remotely add any software to the machine.

Normally, when UpdateEXPERT needs to update a machine, it does so
with RPC calls. However, in a high security environment or on machines that
are tightly locked down, RPC traffic is often blocked. To get around this
problem, UpdateEXPERT offers an optional agent component. You can
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apply this agent to secure machines, and it will allow the machine to commu-
nicate with UpdateEXPERT in spite of other security settings.

In case you’re wondering, all components of UpdateEXPERT, especially
the agents, are designed to be secure. All UpdateEXPERT transmissions are
encrypted and CRC checks are run against patches before the patches are
applied. Another nice security feature is that an administrator doesn’t have to
be logged in with an administrator account in order to apply patches to
remote machines. Instead, an administrator can create an account whose sole
purpose is patch updates. The administrator can then use UpdateEXPERT
to delegate the necessary privileges to that account.

Acquiring UpdateEXPERT

St. Bernard Software has a free trial version of UpdateEXPERT that you
can download from http://www.stbernard.com/products/updateexpert/
products_updateexpert.asp. This trial software will allow you to test
UpdateEXPERT on up to five machines for 15 days. If you decide to pur-
chase the product, you can do so directly from the St. Bernard Software Web
site. Pricing is based on a sliding scale determined by the number of licenses
and number of years that you subscribe to patch updates.

Copyright ©2004 CNET Networks, Inc. All rights reserved. 23


http://h21007.www2.hp.com/dspp/pp/pp_Overview_IDX/1,1419,65,00.html
http://www.stbernard.com/products/updateexpert/products_updateexpert.asp
http://www.techrepublic.com
http://www.stbernard.com/

TechRepubilic’

Real World. Real Time. Real IT.

Patch Management:
Managing and Maintaining Windows Updates

Sponsored by:

St. Bernard Software

St. Bernard Software Inc. is a global provider of
security solutions that protect against data loss,
system threats, Internet abuse and unsolicited
email. Through its products and services, St.
Bernard Software helps companies protect their
bottom line by securing networks against major
risks before they happen.

One of its premier products is
UpdateEXPERT, the patch management solu-
tion that automates the time-consuming tasks
involved in securely and reliably patching
machines on your network.

UpdateEXPERT is not only the easiest-to-use
solution, it is also the most cost-effective
because there are no dedicated server hardware
nor server class machines required and you
don’t need Internet Information Server to use
it. Multiple deployment sites are available at no
additional charge.

Here are some of the other outstanding
features of UpdateEXPERT:

® Remotely Manages Any Number of
Systems: With our Optional Client Agent,
you can manage your networks in the most
effective way possible including machines
that are isolated, locked down or unconnect-
ed. The Client Agent gives you the flexibility
to manage patch deployment, validation and
reporting whether you have 4 machines or
4,000.

® Exclusive Metadatabase: Users have
access to the exclusive metadatabase, which
contains the intelligence for how to deploy,
validate, install and research thousands of
patches. The metadatabase is the result of St.
Bernard Software researching and testing all
patches to ensure reliable patch management.

® Knows What You Are Missing And
Validates: UpdateEXPERT includes
enhanced patch validation with intelligent
version checking functionality that automati-
cally validates files according to checksum,
file size and version information. If a new
patch overwrites a file from an older patch,
UpdateEXPERT knows that the newer file
is still valid.

® Scalable for Small to Large Enterprise
Organizations: UpdateEXPERT is a
comprehensive, easy-to-use application
that works “off the shelf” for any size
organization.

® Comprehensive Reporting: The reporting
feature lets you share reports among man-
agement console users. You can also match
your baseline against current inventory and
manage by exception.
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