
HP ITSM and HP OpenView: an approach 
to attaining Sarbanes-Oxley compliance

With the clock ticking on Sarbanes-Oxley compliance,
many companies are scrambling to get it done. And for
most of those, the main issue with hitting the June 15,
2004 deadline is the fact that the accuracy and
timeliness of financial reporting relies heavily on a well-
controlled IT environment. In other words, IT management
has suddenly shifted from being an eventual goal or 
“one of those pesky IT problems” to being a business
requirement. The trouble is, many organizations simply
don’t have the processes in place to hold IT accountable
for important business functions. The purpose of this white
paper is to explain how HP OpenView ITSM combined
with the structural frameworks of COSO and COBIT, 
can assist companies both in attaining Sarbanes-Oxley
compliance and achieving key business objectives.

The Sarbanes-Oxley Act was enacted by Congress in
2002, and is unquestionably the most important—and
quite possibly the most demanding—legislation affecting
corporate governance and disclosure since the U.S.
security laws of the 1930s.

Essentially, the Sarbanes-Oxley Act establishes new
standards for corporate accountability by requiring
companies to assess and report the effectiveness of
internal control and procedures for financial reporting. 

CEOs and CFOs must certify and provide quarterly 
and annual reports to the SEC. Management must 
accept responsibility for the effectiveness of its internal 
controls, evaluate the effectiveness using suitable 
control criteria, and support this evaluation with 
sufficient evidence. Then auditors are required to 
verify and attest to controls.

This places an unexpected burden on IT organizations
because it represents a drastic shift in what they are now
required to provide. Since the accuracy and timeliness 
of  financial reporting depends on a well-planned and
well-controlled IT environment, IT organizations must not
only provide various forms of control documentation (as
seen in the forms of manuals, flowcharts, memoranda,
etc.), but also documentation about the effectiveness of
those controls. 

But many IT organizations don’t yet have controls and key
performance indicators in place. A company must first ask
itself whether it is in control of the IT services required for
business operations. If the answer is no, the next step is to
understand the control frameworks of COSO and COBIT,
and then to explore ITIL-based IT Service Management
and HP OpenView products. 

From the Sarbanes-Oxley Act
Sarbanes-Oxley says, in section 404, Management Assessment of Internal Controls:
(a) RULES REQUIRED--The Commission shall prescribe rules requiring each annual report required 

by section 13(a) or 15(d) of the Securities Exchange Act of 1934 (15 U.S. C 78m or 78o(d) to
contain an internal control report, which shall--

(1) state the responsibility of management for establishing and maintaining an adequate 
internal control structure and procedures for financial reporting; and 

(2) contain an assessment, as of the end of the most recent fiscal year of the issuer, 
or the effectiveness of the internal control structure and procedures of the issuer 
for financial reporting.



Understanding the control
framework: COSO and COBIT
Are there too many IT-related “surprises” that impact
business objectives? Are IT service levels for important
business processes monitored effectively? Do good
internal communication and reporting about control exist?
Does IT provide service level metric visibility to the line of
business managers? Does IT have issues about providing
visibility? These are just some of the questions companies
are being forced to ask when contemplating their
Sarbanes-Oxley compliance.

At its most fundamental, the Sarbanes-Oxley Act is 
about control and documented accountability.
Implementing the COSO and COBIT frameworks of
control helps companies do both.

The Committee of Sponsoring Organizations 
of the Treadway Commission Internal Control 
Framework (COSO)

COSO is a voluntary private sector organization
dedicated to improving the quality of financial reporting
through corporate governance, effective internal controls
and business ethics. With sponsoring organizations such
as the American Institute of CPAs, the American Account
Association, Financial Executive International, etc., the
entire accounting industry recognizes and embraces the
COSO internal controls framework. COSO provides a
standard against which businesses can assess their
control systems and determine how to improve them. 

The overall goal of the COSO framework is to keep a
company profitable, achieve its mission and minimize
“surprises” along the way. In order to achieve this, control
objectives fall into three categories:

1. Operations control objectives
• Promote efficiency of operations and reduce risk 

of asset loss

2. Financial reporting control objective
• Help ensure the reliability of financial statements

3. Compliance control objectives
• Help ensure compliance with applicable laws 

and regulations

The COSO Internal Control Integrated Framework controls
consist of five interrelated components. Included are their
applications to the IT infrastructure:

1. Control environment (management’s philosophy 
and operating style)
• Make the commitment to IT service management
• Ensure direction is provided by senior 

IT management
• Develop IT policy

2. Risk assessment (the identification and analysis of   
relevant risks to the achievement of objectives)
• Assess likelihood that internal control risks are more

pervasive in the IT organization than in other areas 
of the company

• Gain visibility into IT interdependencies
• Ensure service availability and continuity
• Manage change
• Include risk assessments built into infrastructure

operation and change process

3. Control activities (the policies, procedures and 
practices that help ensure management directives 
are carried out)
• Data center operations controls
• Problem and incident management controls
• Change management controls
• Configuration management controls
• Performance and capacity controls
• Service level management controls
• Security access controls
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5. Monitoring (internal control systems need to be
monitored to assess quality and performance over
time)
• Continuous monitoring of IT services and controls
• Point-in-time assessments of IT services and controls
• Internal and external audits of IT services 

and controls

Control Objectives for Information and 
related Technology (COBIT)
A widely accepted reference tool for IT control, COBIT 
is an authoritative framework used by management, IT
professionals and internal and external auditors. Now 
in its third edition, COBIT is published jointly by the IT
Governance Institute and The Information Systems Audit
and Control Association.

COBIT is a set of good practices that provides a standard
against which companies can assess their IT control
systems and determine how to improve them. COBIT
defines 34 IT control objectives that fall into four
categories:

1. IT planning and organization control objectives

2. IT acquisition and implementation control objectives

3. IT delivery and support control objectives

4. IT monitoring control objectives

Integrating the COSO and 
COBIT frameworks
In “IT Control Objectives for Sarbanes-Oxley,” published
by the IT Governance Institute, COBIT IT control objectives
are mapped to the appropriate COSO internal
component to support alignment with a company’s
overall Sarbanes-Oxley program. In other words, all IT
controls must take the overall governance framework into
consideration because it yields higher quality and higher
integrity information.

For more information on the control frameworks, please
visit www.isaca.org.

4. Information and communication
• Identify, capture and communicate pertinent

information in an appropriate form and timeframe
that enable people to carry out their responsibilities

• Implement controls that ensure the right people are
working on the right things at the right time

• Ascertain the quality of information is appropriate,
timely, current, accurate and accessible

“Financial documentation and controls are heavily dependent 
on IT systems. If IT systems are not being included in the 
audit process, there is a risk that companies will not be 
Sarbanes-Oxley-compliant.”
—Leskela, Lane and Logan, Debra. “Sarbanes-Oxley Compliance Demands IS Involvement.” 
Gartner, 10 October 2003
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Competency in all five layers of COSO's 
framework are necessary to achieve an 
integrated control program.

The COBIT Framework



HP extends the framework
Under the Sarbanes-Oxley Act, companies must ensure
their business controls can both operate and meet risk
effectively. As a result, a far-reaching Sarbanes-Oxley
program includes essential IT services as part of their
business processes. With this in mind, it’s clear that one
practical approach uses IT Service Management and 
HP OpenView. 

The role of HP IT Service Management (ITSM)
HP ITSM is based on ITIL (IT Infrastructure Library), which
has become the most widely accepted approach to IT
Service Management in the industry. Not only does it
provide a comprehensive and consistent set of best
practices for IT Service Management, but it also promotes
a quality approach to achieving business effectiveness
and efficiency in the use of information systems.

HP has been an active supporter of ITIL since its 
inception—and recognized very early on that the 
industry required a coherent IT process model to assist
implementers of IT process best practices. In 1996, 
HP consultants around the world were brought together 
to discuss the creation of an IT process model. The 
result is a model that is built on HP’s experience in 
service management and processes: the HP ITSM
Reference Model.

The HP ITSM Reference Model is ideal for Sarbanes-
Oxley compliance because it’s based on the premise 
that IT should be run like a business. For this reason, 
the HP model includes processes to ensure IT-business
alignment. The result is a model that combines the best
that both ITIL and industry experience have to offer—
and describes the HP vision of ITSM. Other benefits 
of the HP ITSM business model include the abilities to:

• Relate IT services, staff and management technology to
IT processes—No enterprise-wide, end-to-end IT service
solution can be complete without fully integrating
people, processes and technology.

• Assess current and desired states and identify 
potential gaps—IT staff can quickly identify the
processes in place and begin an immediate discussion
regarding their status, value and relationship with 
other key IT processes. 

• Prioritize work efforts—The HP ITSM Reference 
Model helps companies prioritize quickly by exposing
inter-process relationships and linkages, allowing the 
IT organization to assess the impact and value of one
implementation approach versus another.

• Begin organizational realignment discussions—the 
HP ITSM Reference Model can be used effectively to
begin discussions and planning for organizational
change within IT, and can be a useful reference for
restructuring the IT organization along process and
service lines.

How the HP ITSM Reference Model
integrates with the COBIT framework
When applied to COSO and COBIT, the HP ITSM
Reference Model gives companies real solutions for a
tightly-controlled system.

Each COSO component is controlled by each of the
COBIT objectives. Similarly, each of the COBIT objectives
maps to a correlating business process. That’s where the
HP ITSM Reference Model comes in. Here’s how it works:

• COBIT’s Planning and Organize maps to the ITSM
Reference Model’s Business-IT Alignment

• Acquire and Implement maps to both Service Design 
& Management and Service Development &
Deployment

• Deliver and Support maps to Service Operations

• Monitor and Evaluate maps to Service 
Delivery Assurance

The HP ITSM Reference Model

Mapping the HP ITSM 
Reference Model to the 
COBIT Framework
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HP OpenView provides powerful solutions. 
HP OpenView solutions support COBIT and COSO
objectives—and that means companies aren’t left trying 
to figure out how their management software fits
Sarbanes-Oxley requirements. You will see on the last
page of this white paper how HP has mapped the
objectives to the solutions. In addition, HP OpenView
solutions leverage ITIL best practices. Features include:

• A documented audit trail for ongoing monitoring 
of controls

• Automatic incident notification controls

• Proactive problem identification and resolution controls

• Controls to collect, process and act

• Investigative controls

• Controls to quickly understand impacted services

• Controls to quickly determine incident root cause

• Predefined application controls and documented
procedures and instructions for actions

• Controls to correlate performance metrics across 
layers of IT services

• Controls to monitor and measure transactions 
running on the infrastructure

Start Initiate
request for change

Perform
risk & impact analysis

Investigation &
verification phase

Action

Yes, but...

Plan, build, test
change

Implement change

Review

Success
Go to start

End

Change advisory board
approval

Change advisory board
approval required

NO YES

YES

YES

NO

NO

HP OpenView automates and reinforces the change management process 
so you have complete control over auditing.



HP OpenView provides visibility to your most critical service level controls.

“By understanding the role of different technologies in your
business processes, and where established or new technologies
can aid compliance, enterprises can reduce the costs of
regulatory compliance and derive long-term business value.”
—Logan, Debra Mogull, Rich. “Sarbanes-Oxley: The Role of Technology.”
Gartner, 10 October 2003



Visual representation of the IT infrastructure gives you powerful controls 
of critical financial processes.

HP OpenView Select Access provides access and control to critical business 
functions while ensuring system security with identity management.



Define and manage service levels

Manage performance and capacity

Ensure continuous service

Manage the configuration

Manage problems and incidents

Manage changes

Manage operations

Ensure systems security

Assist and advise customers
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COSO component HP ITSM process HP OpenView ModuleCOBIT control objective
• Control environment
• Control activities
• Monitoring
• Control activities
• Monitoring

• Control environment
• Control activities
• Monitoring

• Control environment
• Control activities
• Information and communications
• Control activities
• Information and communication
• Monitoring

• Control activities
• Monitoring

• Control activities
• Information and communication
• Control environment
• Control activities
• Information and communication
• Monitoring
• Information and communication

• Service level management 
• Service planning
• Customer management
• Incident management
• Problem management
• Capacity management
• Availability management

• Incident management
• Availability management
• IT service continuity management

• Configuration management
• Change management
• Release management
• Incident management
• Problem management

• Change management
• Release management
• Configuration management
• Problem management
• Service level management
• Operations management
• Availability management
• Security management

• Service desk
• Incident management
• Problem management
• Customer management

• Service desk

• Operations
• Service desk
• Internet services
• SMART plug-ins
• Performance insight
• Operations
• Internet services
• Service desk
• SMART plug-ins
• Performance insight
• Service desk

• Operations
• Service desk
• SMART plug-ins
• Performance Insight
• Service desk

• Operations
• Service desk
• Select access
• Operations

• Service desk

Mapping ITSM and 
HP OpenView to the COBIT 
and COSO frameworks
HP has taken the frameworks of control and mapped
both ITSM and HP OpenView solutions to overarching
COBIT and COSO objectives. The result is that
companies get a thorough control solution that takes
benchmarks, best practices and proven HP Services 
into consideration.

Forging ahead with 
Sarbanes-Oxley and HP
The best solutions align people, processes and
technology so they are all working toward common
business objectives. With a combination of industry
control frameworks in both accounting and IT,  
HP OpenView products, the HP ITSM Reference Model
and services, companies can attest they are in control 
of the IT services essential for business operations and
financial reporting.

For more detailed information on how you can get a powerful ITSM solution, 
please visit our ITSM Knowledge Center at www.hp.com/go/itsm.


